Joint meeting of the IBC “Business Security” Working Committee [/ ooy Sl
and “Information and Communication” Working Committee ' :
March 3, 2017, Samara, Russia Federation

ISSUES AND SOLUTIONS OF THE ANALYTICAL RISK
PREDICTION AND RATIONALE OF EFFECTIVE
PREVENTIVE MEASURES TO ENSURE COMPLEX
SECURITY OF AUTOMATED PROCESS CONTROL
SYSTEMS IN THE OIL & GAS INDUSTRY

Vice President of the RCCI, Member of the Board of Executive Directors of IBC
Dmitry Kurochkin

Chairman of the SC for information security and ind ustrial safety of RCCI
Andrey Kostogryzov



“One cannot embrace unembraceable”
Kozma Prutkov, Russia, 1883

THOUGHTS

1. On the one hand we consider the doubts of Albert Einstein:
‘As far as the laws of mathematics refer to reality  , they are not
reliable; and as far as they are reliable, they do  not refer to
reality’ .

2. On the other hand ISO/IEC has started activity to  ‘embrace
unembraceable’ by international standards on syste m
engineering (ISO/IEC 15288, series ISO 9000, 18000, 20000,
27000, 31000, 33000 etc.)

The goal of this work is to be in time to ‘embrace
unembraceable’ for ensuring complex security of
AUTOMATED PROCESS CONTROL SYSTEMS*

* Some details can be found in author’s publication S




STANDARD PROCESSES

According to ISO/IEC/IEEE 15288 Systems engineering —
System life cycle processes
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Requirements for risks prediction are objective!



What about risks prediction?

Risk - effect of uncertainty on objectives (Uncertainty is the state, even
partial, of deficiency of information related to understanding or knowledge of
an event, its consequence, or likelinood)

Note: An effect is a deviation from the expected — positive and/or negative. A positive
effect is also known as an opportunity (ISO Guide 73:2009)



WHAT ABOUT THE SITUATION FOR ENTERPRISES 2

The heterogeneous threats are inevitable, the safety requirements are objective.
For the spheres in which already there were facts of tragedies - requirements to
admissible risks are expressed quantitatively at probability level and |
gualitatively at level of necessary requirements and conditions. In
different applications the used methods are specific, results are not
comparable. It does not allows a rationale of effective preventive
measures to ensure complex security.




What Is proposed?



1) to face to system engineering

Feature of our time is the turn
to system engineering

System is defined as a combination of interacting elements
organized to achieve one or more stated purposes
(ISO/IEC 15288 “System engineering. System life cycle processes”)

Engineering - the application of
science and mathematics by
which properties of matter and
the sources of energy are made
useful to people,

IEEE Std 610.12: 1990
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j agéasures of effectiveness;
(2) integrate related technical
parameters and ensure
compatibility of all physical,
functional, and technical program
interfaces in a manner which
optimizes the total system
definition and design,
SE-CMM: 1995




2) - extract and solve the main problems
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3) Problem of information security in applications to the open
Information

4) Problem of rational replacement the APCS softwar e to create
trusted environment

5) Problem of efficient risks control in life cycle of system,
subsystem and system elements by criteria "safety-e fficiency-
cost”



3) - focusing on justified probabilistic prediction,
data gathering and processing

As“bs?s.te".'\ Example — the use of remote
under monitoring o
F monitoring system
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Collected data is the key for prediction and
rational risk management in real time



4) - to solve problems on the base of decomposition

of complex systems
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Higher SYSTEM
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6) - to do correct logical interpretation
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7) - to solve the analytical risk prediction and
rationale of effective preventive measures to
ensure complex security
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For the practical solving these problems the
actual tasks of

legislative,

standard,

scientifically-methodical,

organizational,

developmental,

operating

and gualifying-personnel directions

are proposed




Author’s publications — 1993-2003
(150 solved problems for different automated syste ms )
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The book - 2012 —In open access

The Chapter 7 (70 pages from 296) Is available from:

http://www.intechopen.com/books/total-quality-management-and-six-sigma/some-
applicable-methods-to-analyze-and-optimize-system-processes-in-quality-management




2013 . — part <EFFECTIVE RISKS CONTROL» in the Book
“Fundamental research of technogenic safe”



2014
The Foundations of
Counteremergency
Stability for Coal
Enterprises . V. 6
“Industrial safety”.
Book 11



2015 — Security of Russia.
Legal, Social&Economic and Scientific&Engineering A spects.
The Scientific Foundations of Technogenic Safety



The offered methodology helps to answer many
system questions, for example:

«How to meet rationally the requirements of the inte rnational
standards? », understanding as it a high degree of quality, safety and
competitiveness;

«Whether may be the set requirements met from system point of
view? », it means that for the developer it is important to be convinced,
whether it is capable and what for this purpose is requested,

«Whether are expected effects achievable? », it means for the
customer and the developer it is especially important to understand, on
what all the same they can really count after end of the project within the
limits of the allocated resources;

«How much safe are those or other scenarious?  », including
security from terrorist threats or natural cataclysms;

«What measures should be more effective? » etc.



